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Pref ace

Thanks for choosingnRouter900 series industrial routers! This user manual will

guide you in detailon how to configue InRouter900.

Reader s

This manual is mainly intended for the following engineers:
Network planners
On-site technical support and maintenance personnel

Network administrators responsible for network configuration and maimtena

Conventions in the Manual

1. Format Conventions on Command Line

Format Significance

Bold Keywords of command line (the part that should be rema
unchanged in command and be entered as it is) are expresse

bold font.

Italic The parameters ofoenmand line (the part that must be replaced \

the actual value in command) are expressetzlic.

[] I ndicating that the part in i
{xlyl..} Indicating to select one from multiple options.

[xlyl..] Indicating to select one or not to select from multiple options.
{x]yl..}* Indicating to select at least one from multiple options.

[xlyl..1* Indicating to select one or more or not to select from multiple opti
&<1-n> Indicating that the parameter in front of the symbol & can

repeatedly entered for 1~n times.

# The | ines starting from no. n




2. Format Conventions on Graphic Interface

Format Significance

< The content in angle brackets "<>" indicatestdu name, e.g. "clicl

<OK> button. o

[] The content in square brackets "[]" indicates window name, n

name or datauphebée,[ Beg. USeDD

/ Multi-level menu is separated by "/". For example, the rhevel

menu [File / New / Foldr] indicates the menu item [Folder] under 1

submenu [New] under the menu [File].

3. Various Signs

The manual also uses a variety of -eg¢ching signs to indicate the places to
which special attention should be paid in operation. The significancdesé

signs are as follows:

A . It indicates matters to be noted. Improper operation may c
Attention

data loss or damage to the device.

g)‘:ﬁ , The necessary complement or description on the conten
= Instruction

operation.

Techni cal Support

E-maisluipport @ nhandnewor ks. com

www. i nhandnet wor ks. com

| nf ormati on Feedback

If you have any question on product information in use, you can feed bauaglhiee

following ways:
E-matilnf o@i nhandnet works. com

Thanks for your feedback to let us do better!
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MaiThe X t
| L nRoutlemt9rODducti on

1.1 Overview

| R900 is a new generati orn doefv edl @ pLeTdE B/yW NI n Hhadruds t N & t
I ntegratingvarG olWTSE barnndadband WANs, l R900 provid
internet . With the features of complete security
t housand devices, wshpi ecehd cdaant ap raocvci edses af olri gah r e al
ifnrormati zati on. Il R900 has also been built for r
advanced soft war-ienduwsntcrtiiaolnisz eadn dh afrudlwlar e desi gn |
enterprises to quickly set up |ed gienwesatl me nitn dsucsa
It also casepvociedesmohtias data, voice and video
There are currently three | R900 series: |l R9x 2, I
ports at most and they supportnlLANOMWABIr pmotecopt
on WAN port access, but al so eff ecetqguieplnye nstave ad:
With the development of industry, more businesse
net wor k. By serviangedRIDOv irmeast etr iarsd last rai al site
encryption performance can bendseitnduupstwiiaalt hse t\eP
centre, which can save expensive special l'ine 1|e
t mrel which can effectively ensure the safe, r

Net work diagram.s shown in Fig. 4

RTU

Collector ) "“ gl Equipmént Equipment
i v oorre ol i
I _..‘:'.:::IG 4 4 G@
. / . : O [ opicaion | O
N\ / ; ) on Firewall Server Data Server
RTU /i
2 ol
PLC » b
/o w900
Collector
Figl 4
1.2 Packing List
Standard Accessories
Accessori gQuant Description

|l R90O 1 IR900 seies industrial 4G router




DI Rai | 1 Router fixation
Power Terminalll 2-pignr epeorwer ter mi nal
Cabl e 1 1.5m cabl e
Ant enna 1 3G/ 4G antenna
Optional Accessories

Accessori gQuant Description
AC power cord 1 ACphbowear d
Power Adapter 1 l2vVvDCepowdapter
Antenna 1 Wi-Feant enna
Serial port cable 1 Seri al port cabl e




1. 3. Panel | ntroducti on

Protective Grounding Stud

SIM card seat

SIM card seat popup key

Power Port

Antenna Port

LED Indicator Light

RESET Indicator Light

CONSOLE Port

100M Ethernet Port

A Attention

IR900 series has a variety of panel appearances, but all of the installation methods are t
The speific panel conditiorshouldbe subject to the real object.




1.4 I ntroductions to Status LED

Status Description:

On On On Oof f Powered (
On Bl i nk On Oof f Powered on
On Bl i mig Bl i nk Oof f Di aling
On Bl i nk Oof f Oof f Di aling s|
On Bl ink Bl ink Bl i nki Upgradin
On Bl i nk On Bl i nki Reset Suc
%25 Imsttuction
For the LED of two SIM card, the LED o
"Powdr on succeed" status. The following
card 1 in use and the figure is descri bt

Signal status LED and description:

of f of f of f No signal
Signal sOt r e8igghmall st
On Oof f Oof f pl easeanctheencnka siagalt heg
current location)
Signal st e(ngitdnald st
On On Oof f nor mal , and equi pment
conditions)
On On On Signal s3I e(nhsgitghn &2I0 st

Et hernet status LED and description:

On ETH 100M, nor mal , no data tr
BlinkingETH 100M, normal, there is d
Of f No connection

MODEM LED and description:

On Di al i
Bl inkindgDiali

ng
ng failed

WLANED and description:

On Enabl e WLAN
of f Di sabl e WLAN
| 1. I nstallati on
Precautions:
Power supply requirement: 24VDC e 12~48VI
voltage grade of the power supply. Rated c



Environment requiremenf28~7Mor kithngr a g € mpteeg mp aurr &

-4 Bl ~ 8N\b, rel ative 9bh@®mi(diothnxolmrdensi ng) . Hi gh temper
equi pment sursftaad e . at Danj nguirnoundings should ©be
installation should be carried out within restri

Avoid direct sunlight, and keep away from heat

i nterference.

Rout ertso nbees ldlmesda n iDnldRuasitlr.i al

Check if there are cables and splices needed b
2.1 DIN Rail Mounting and Disass
2.1.1 DIN Rail Mounting
The specific steps are shown in bel ow:

Step 1: select the insdgmdldraeg iaam dmacwdh onnpade.equi
Step 2: fix the top of DIN rail seat on DIN rai
the bottom of equipment in the direction of arro
DIN rail. I t sthotuhled ebgeuiepnnseunrte di st hrael i ably i nstall
2-1-1 .
) )
i ) E DIN Rail Seat
“ DIN Rail
2/
Fi gl-l 2
2.1.2 DIN Rail Di sassembly
The specific steps are shown in bel ow:
Step 1: Press down the equipment to make the bot
by wrtoiA2Fig. 2
Step I'l: Turn the equipment as per the direction
outwards simultaneousl! y. Lift the equt pbment aft
equi pment can be taken off from the DIN rail.

10
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DIM Rail Seat

] DIN Rail



2.2 Wal l Mounting and Disassembl

2.2.1 Wall Mounting
The specific steps are shown in bel ow:
Stepellect the installation | ocation of the devic

Steps2: a screwdriver to abtabk bhekwall t meudeiving
Fi g22le.

Fi g2l 2

Step 3: cTaekwe (patcksaaged in a complete sseewwonhh wal
installation | ocation. And then, pulilg2€®wn t he d

Fi g22 2
2.2.2 Wall Mounting Disassembly
The specific steps are shown in bel ow:

Hol d the device with a hand and di sassemble the
hand, so as to disassemble the device from insta

2.3 I nstallation of SI'M Card and

The | R900 supports dual SI'M cards. Press the but
install the SI M card.

Slightly rotate the-Jmownallrd aparunoi | métameadMAOL
external thread of antenna cable can not be seeil

12



bl ack rubber I ining.

%E? Instruction

., I'R900 support dual antennas: ANT anten
receiving and transmission; AUX antenna
without ANT antenna.

separately
y

Normally, ANT antermna si g ewgued;e dAWeantt

s

13



2.4 Installation of Power Supply

Specific steps for power supply installation are
Step 1: take out the terminal from the router an
Stpe 2: screw up the bolt after inserting power <ca
Specific steps for protective grounding installa

St &p Remove the grounding nut.

Step 2: Connect the grounding ring ofudhandabi ne
screw up the grounding nut.

A Attention

To i mprove the immunity from interferen
usi ng. According t o operating environrm
grounding .stud of router

14



2.5 Terminal Connection (only arg
I ndustri al i nterface)

Seri al port and | O port are of terminal access
terminals before use.

Seri al port of deviceRPpRPBL2Ii daesinpRB®8 B the pfoad e rhadNc
indicates tongiugi €é@M pgpondntatgs toaoapgtoendi o 1 ©Or m
RELAYhNndi cates the output end of relay.

Take down the terminal from t hhkee dteevri mien aln.d T loers,e
the power supply cable into the terminal before
i n .Z41g.

Lock Screw

XD —]1 @
o TS

A(RS485 -)d &

BRS485) &
N

-~

15



2.6 Login Router

Firstly, I P address of P wihtohilnd desazmangetdwdadrok e
device in the following two methods: automatic
Proxy (sdrvaery) should be cancelled for PC managen

of superviesnsuyi RGQpameéyeskebherdevice can be | ogged

| .utAomatic acquisition of | P address (recommended

Pl ease set the supervisory computer t o aut omat
acqui sition ofs"DNSdesfearuvietr caodndfriegsur ati on of compu

automatically assign I P address for supervisory
I'l. Set a static | P address

Set the I P address of supervisory PC (such as 1
netwomkentsedginitial I P addred92 0f68FR. Lnt esrufbanced
255.25)5..255.0

I'1'1. Cancel the Proxy Server

I f the current supervisory PC uses a proxy serve
proxy servicwintdowit heebeotws®trool s>>1I nternet opti
click the button of LAN Settings to enter "LAN S
option "Use a Proxy Server for LAN" i shechecked;
button <OK>.

| V. Log in/exit Web settings page

Operate Web brhdawgper / did@ . @dBree2s. sl bar (user name |/
adm/ 123456) . Click "exWeb iamnt drhfezdteoipagd meng etcaf tn
confirmation.

Eﬁ? Instiuction

At the same time, the router allows up to four users to manage through th
setting page. When multiser management is implemented for the router,
suggested not to conduct configuration operafor the router at the same tim
otherwise it may lead to inconsistent data configuration.

For security, you are suggested to modify the default login password aft
first login and safe keep the password information.

16
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Il 11 . Web Configuration
3.1 Management

The management includes 12 function modul es: Sys
configuration management , SNMP, al ar m, system
management platform and GPS |l ocating information

3.1.1 System

Herseyy st em and network state and system time of s

and router WEB configuration intermaicrfafamguage
router cesanorieendf i guration interviiaace" Scean i mgs i ae
clicking Cellularai, Fastethernet 0/1 and Fasteth

3.1.2 System Ti me

To ensure the <coordination bet ween this device

system time in anfancurahei swawusednte tbhéigure a
wel | as system time zone. System time is allowed
manual |l y. Users can also use SNTP to achieve tim
clooknetwork so as to provide multiple applicati

TablldSBTP Client Parameter Description

Enabl e Enabl e/ Di sabl e SNTP clienDisabl €
Update |[Synchronization time intg3600
Sour ce

Cellul ar 1, Fastethernet GNone
Il nterfa
Sour ce The correspondin I P of 9None
SNTP server address (dom
Server None

10 SNTP servers
Port Theryvyice port of SNTP sefl23

A Attention

Before setting a SNTP server, users should ensure SNTP server reachable. Especie
the IP address of SNTP server is domain, users should ensure DNS server has been ¢
correctly.

Users sbuld configure eitheBource Interface or source IP. Source Interface and sour
cannot be configured at the same time.

. When setting multiple SNTP servers, system will poll all SNTP servers until an ave
SNTP server found.

3.1.3 Admin Access

Adni n Access all ows create users, modi fy users an
Users includ€omper Udeer and
., Super user: only one super wuser automatically

access rights to the router.

per user. Common users can

Common rueseaetred cby su
change configurations.

not have access to

17



%ﬁms fruction

Super User can neither modify nor delete its username (adm); but the password can be ¢

User righte ilmreoleddses t hre
User HAllghbnly access to parameters check rathe

User ri4ghtadcess to configure LAN | P, system
firewall , virtual I P mapping tablcl,, ssytsateinc |lrogut i
system upgerpadceg amed etcd olon. Ot hers shown as grey,
configuration can not be modified;

User right 15: access to the check and configu
Management servHt&ePSintTELNETHaAMmn®, SSH.

HTTRi:sers can | og in the device via HTTP and a
clicking the button of "enable".

., HTTPHTTPS (security version of hypertext trans
SSL.

TELNEarfrt ecl i cking the button of "enable", users
Depending on Server/Client, Tel net Client coul d
Telnet services. The device supports Telnet Cli el
, SSH Baned he RSA cemdddofcagnomymtri tdheuser name p
data transmission via encryption algorithm DES,
provided via insecure network. | R900 only supp
connections from SSH client.

Tabl®€ Management Service Parameter Descr

HTTP Hypertext Transfer Protocol |[On
HTTPS |[Secure SSL Encryption Trans|Off
T E LENT g;andard protocol and main on
Port: 22
Ti me:outti meout of SSH session
on SSH Client, SSH Server d
=S Cipher: Mpde up public keayr of f
only RSA .suQipmhreare dgo dsee tL eunpg
|l ength, 512 or 1024. def aul
3.1.4 AAA
AAA access control is used to control vi sitor s
access is allowed.d Saomecomdtilgaud ei ¢ haedeeptiendepende
provides modul arization methods for following se
Aut henticati on: verify whether the user i s gqua
Aut hori zation: rel ated services availabl e.
s Chargingof rtehceorudsi | i zati on of net work resources
)Radi us
UDP protocol, generally applied in various net wi

18



security and that permit remote user access.

22 Tacacs +

TCP protocol, mai nly wusaetd ofnoranau tchheanrtgii cnagt i cofn , a ca
terminal users adopting PPP and VPDN.
3YLDAP

LDAP, simple as as¢tabame, amd mmamatuh ivvmbg chl smakes i
very simpl e.

Tab3ll8L DAPar ameter Description

Name Customi zed server name None

S Ve[ Server address (domain namNone

Addr e s |

Port Consistent with the server|None

Base D|The topdofrelcDAPY tree None

UsernalUsername accessing the ser|None

Passwo|Passwordgatcthkhesseéerver None

Securi {Encryption mod: None, SSL,|[None

Verify Click to enable Unopen

opposi |

HAAA

AAA supports following authentication ways:

., None: with great confidence to users, | egal ch

, Local: Have userd6s information stored on NAS.

Di sadvantages: storage capacity | imited by hardw

., Remote: Havenaus emdéstiomfea on aut hentication ser

supported for remote authentication.

AAA supports following authorization ways:

., None: authorization rejected.

, Local: authorization based on redcecalanusandsib

account .

., Tacacs+: authorization done by Tacacs+ Server.
Radius Authentication Based: authentication bc

B

by Radius not all owed.

LDARut hori zati on

A Attention

Authentication 1 should besconsistently with Authorization 1; Authentication 2 should be
consistently with Authorization 2; Authentication 3 should be set consistently with
Authorization 3.

%ﬁms fruction

When conf iTgaucreec srl ociads ,at t hedsaméot
1 >2 >3.

19



3.1.5 Configuration Management

Here you can back up the configuration parameter
backup and reset the router.

Tablld onfiguration Management Parameter De

Br owse Choose the configuratio|None
| mport | mport configuratcomfifdg|None
Backup -camfniBackup -camfniigngfile to hq¢None
Backup-cotndriilBackup-cotndritgugd il e to hoNone
Aut eamz ally |[Decide whether to autoon
modi fied cojlafter modify the config
Sgigfgﬁrdaetfi‘Restore factory configu|lNone

A Attention

Validity and order of imported configurationbaild be ensured. When importit
the configuration, the system will filter incorrect configuration commands, and
the correct configuration astartupconfig, when system restarts, it will order
execute theses configurations. If the configurationél di dndét be

to effective order, the system won¢t

%ﬁms fruction

In order not to affect current system running, when performing the import configuratio
restoring the default configuration, and the remmfiguration will take effect after rebooting tt
router.

3.1.6 SNMP

Administrator is required to carry out <configur e
net work, which are scattered, making iomsdase devi
that those network devices are supplied by diffe
i ndependent management interfaces (for exampl e,
batch configuration of neTthweorrekf odreev,i cuensd ewi Islu cbhe cci
traditional manu al ways wil|l resul t in | ower ef

administrator would make wuse of SNMP to carry o
attached devi ctesme amdniatcbhi evg. real

Figashewing how to managehadwwilelsowhrough SNMP is

NMS f_/
IP Network

g_aﬂ" SNMP

20



To configure SNMP in networkin
at the Manager shidMbédwbnfeguAegd

Through SNMP:

gshbhhM&dcanfmagage te
nas wel |l

., NMS could collect status information of device
control of devices under management through Agen

., Agent couledbomit mehy stavobs deéewf dNeviat ilom case of
probl em, NMiSi evd | il mbed inattel y.

Currently, SNMP Agent of device supports SNMPv1,
and SNMPv2c employ community name authenticatio
encryption way of username and password.

TabHlHN&SRMPa aSINMP2Rar ameter Description

EnaBNMP [Ena/di e SbM®e Di sabl e
.|Sel B8BNMP wversion of

SNIvw)ers'support SNMP v1/v2c/v2C

Cont act . . Beijing_Ilnh

informatF'II cont act 'nformaks_Telcd)gly_C

!‘ocatlonFiII l ocation infornBeijing_Chi

i nf or mat

Communi tjUser define Communit/Public¢c and

Name

Access LSelect access | imit r Re(aoch) vy

MI B Vi ewSel ect MI B Vi ew defaul t Vi ew

Tad HIHESNMPRP&8r ameter Description

GroupnaUser defilBEharacgth:s None

Securitflncludes NoAuth/ NoPriv, AUNOAuth/

\Ijlezo\;dely Only suppV¥reéewdefaptesent default

Re awd i t A

V|ew Only support defaultView gdefault
nf orm | Onl ort defaultView gdefaul't
sernanUser defilB2haracgteh:s None

AuthentSeIecentaLctartlon mod e, |n(:SHA

mo d e modes: MD5 &reMoeSHAR'o di sal

Aut hent/lEnter authentication PasSnone

Passwormode iN® Anid.th "

EncryptSelect whet her temml| anp dRBES [DES

mo d e

EncryptiEnter encrypted password None

passwor "NoP'tivlLef3&thhair a&t er s

Seleetrespeerdi,ggmhiipc h shou
c':'rOUpnafirstIy i n mamagemamte tablNone

SNMPap:r A certain port where devices wunder the
manager rather than waiting for polling from SNM
could have all errors reported to MMWWLtafathe/r t i m
its reception of such err orksn owni cSANMPa & raa pmsat t er



Tabll€ SnmpTrap Configuration Parameter De

Host A(Fill in the NMS I P address None

Securi |JFiih the groupname when USel \one

Na me username when use BRecHEHEHMRBCY

UDP PolFill in UDP port, -6t5h5e35def aul|162

3. Al Ar m

Al arm function is a way wltiephiionnsprodvideeeed cfeor wins
the users find and solve exceptions as soon as g
send al ar m. User can choose many kinds of exce

appropriate notiept iwarys .t oAlglett heh eesxec eepxtci ons s houl
so that wusers can troubleshoot probl ems.

According to the type of alarm, it can be divide
., System Al ar m: It produces because of system or
divided into hot start, cold start and insuffici

Port Al ar m: It produces because of the netwo

L1 NKP, LD QOWKN .
Al arm status:

Raiisd&l arm i s not confir med

Confi:irAmharm is temporarily unable to be resolve
., All Alloatar msd
Alarm | evel

E ME R Bevice occurs some faults, it could lead to the system restart.
CRIET Device ocovhi £ hsame fuauletcoverabl e.
WA R NDevice occurs some faults which could affect system function.

NOTICEDevice occurs some faults which could aff

, I NEODevice occurs some normal events.

The following operanmonan fairgu f etaisarb | ki avlimag:al a
On the AAl arm Statusodo page, you can view all t
On the AAl arm I nputo page, you can define alar

On the AAl arm Q@ut pwtto traegewayyooefc aarldaring niont iac ed e
ut put way. When configuring dyhsewdhincd éma tame alf.
rom email address sending al arencd mmemdedti ve em

-~ 0o

., On the AAl arm Mapo pmagtypgowhicam ynap ¢dhrcardmrt
alarm notice way. Al &ilh NMazpnisotludost)wandy fEenai |
required tia bsehoain adbAbbeadr,enn Ohult pdtatpart and configur

3. By&tem Log

Systemncbgdes massive information about network
configuration changes and so on. Rembtesihesgemery
l og to remote | og server, whicHtwé@geic hefasthe co
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mai nf 233ne .

A Attention

When downl oading system diagnosis recor
al so downl oaded.

3. Sytem Upgrading
The upgrading process can bepdiwipdgecdaddi ngoftiwess

written in backup firmware zone, e. g., the proce
stéples in backup firmware zone wil/ be copied t
out during sysdgcfn werse auggr abduirngn,g any operati on
otherwise software upgrading may be interrupted.
3. 1RdWoot

Pl ease save the configurations before reboot, ot
be |l ost after reboot.

3. 1Delvli ce Management

Device Management is a software platform to mana
and operated via software platform when Device M
in efficient operatienhathbBerofinsganpeent heanpeéeat
software can be upgraded, equi pment can be resta
to equi pment, and transmitting control or messag
Management .

Tab3l® Device Management Parameter Descrip

Schema Message +I1P Forbidden
Supplier Set name of equipmgdefaul't
Equi pment|{Unaltered equi pment

server Set | P address of dc.inhaomrdckmset
Por't Set port No. of dey9002

Login ret|{Set retry times 3
Heartbeat|Set heartbeat inteni1i20

ti me

Serial Ppo|lRS232/ RS485 RS232

311 GP&ocating I nformati on

Here the GPS f uncdiisoanblceadn abned eGPaD IleRd torransf er anc
can be configured. GPS I P transfer has two types

Tabll® &PB Transfer Parameter Descriptio

Protocol TCP or UDP T®
Long connection or
Keep consistency wi

Connectio Long connec

Heart beat

) User define 1 0sO
t i me
H_eartbeat User define 10
ti mes
Mi n. RelUser define 158
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Il nterval

WS RE User edefin 1 8s0
I nterval
Source In Interface wused to Non e
server

I nf or mat i .
reportingUser define 38
Il ncluding/Send PMC data of GHEnabl ed
I ncluding/Send GSA data of GHREnabl ed
I ncluding|/Send GGAGR& tda tod Enabl ed
Il ncluding/|Send GSV data of GHEnabl ed
Message p/User define None

S er

Messaﬁe Us define None

Server Ad|Server address repdqNone

Server Po Reioetiamt number oNone
. Long connection or

Connectio ) l/Long connec

Keep consistency wi

Hgartbeat User define 6 6

ti me

Heart beat .

P e User define 5

Informfat'User define 38

repor trivmd

I ncluding/Send PMC data of GHEnabl ed

Il ncluding/|Send GSA data of GHEnabl ed

I ncluding/Send GGA data of GHEnabl ed

Il ncluding/|Send GSV data of GHEnabl ed

Message p/User define None

Me sgsea suf ffUser define none
Tabld 03 GPS Seri al Port Transfer Parameter

Serial Po|lKeep consistency wiRS232
Baud Rat elKeep consistency wi9600
Data Bit Keep comsgitdht epwysi |8 bits
Parity Keep consistency wiNo check
Stop Bilt Keep consistency will bits
28;:?3{6 Clic to enabl e Di sabl ed
|l ncluding/Send PMC data of GHEnabl ed
I ncluding/Send GSfA éRSadat a Enabl ed
I ncluding/ Send GGA data of GHEnabl ed
I ncluding/ Send GSV data of GHEnabl ed
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3.Net wor k

The network module includes 10 diualcu,p oApmSmtodul e s
dialing (PPPoBegrfDHO®P baaerkvi c e, DNS service, dyna
port and WLAN port.
3. Ethernet Port
Et hernet Port supports three connection modes:
, Automatic: configuration interface as DHCP CI i
. Manual manually configure | P address and subn
., PPPOE: configuration interface as PPPoOE Client
The connection of Et marnethapgmedty, henmeuias$s | mna
an | P address and subnet mask.

Tabl2d Et hernet Port Parameter Descriptic

Primary I P address could be conilgz_168
demand
Subnet NAutgenemat.i 255. 255
MT U Ma x i mal transmi ssion uni|1500
Five options: Auto Negot|/Auto
Speed/DuHaHDfupIex, 10M Ful |l -DbuuppllegNegot i g
On: Port statamrs: aDawm di
Traelk L2Off: Port status after dOff
DescriptUser defines the descrip/N/A
I n addition to t hseStepaa md
L ITER = addresses, 10 maxi mal N/ A
AAttention
In factory deff aRCtconme @t e d NSt the | ower
original port | P of FO/1, otherwise, pub
can be realized by starting DHCP server

Tabl2 Bge d nterface

Bridge

Parameter Description

Bri dge |

be[No

I D can onl

I P Addr ess offMain | P address and s N o
and Subnet Major modified @amaoddi ng

I P Address offUsers can be matched N o
and Subnet Ma| ma s k exceﬁt for main
Click t hr ough

interface st No
i nterface
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3. Di dlup Port

SI'M card dihaldi@aut atckreesg t o achieve the

router.

|l R900 supports dial SI'M card for backup.

insufficiensynawwock descabhnecti on, rapid

availabl e, which will assume the task of

network connection.

Di al access supports three ways of connection:
Tabi28 Dialup Port mBRarameter

Di alup para|/Di-ap strategy 1
Roami ng Enabl e/ Di sabl e roaming Enabl
PI'N Code SI'M card PIN code None
Net work Typ|Five options: Auto, 2G, |Auto
Static | P Enabl e Static I P itf Q/toaDisab
address
Optional Al whiyain Oudl imaa
. . . Al way
Connecti on activation, phone acti ;
. . Onl in
all owed), manual di alingd
Redi al I nte|The time int ediviaadlc blme tr waldg 10 s
| MP Detecti|Fagnd | P address to be d/None
| CMP Detect|Set | CMP Detection Inter[30s
| CMP Detect|Set | CMP Detection Ti med5s
| CMP Detec|Set the max number of s
Retri es r&ching max. ti mes)
| CMP Detect|Click to enabl e Di sab
Net work Typ|Choose mobile network tyGSM
APN(@( nappli dMobile operator provides3 net
CDMA2B@0)i es|to | SP) 9
AccesaneNu Mobil e operator prOV|des*99**
to | SP)
Mobil e operator provi desg
User name to | SP) gpr s
Passwor d Mobil e operator provides,, . .«
to I SP

Initial COmUsed for advanced param o ..
generally

RSSI Poll i|Set the signal query int1l2s0
Di al Ti meou|Dial i mbeeu swisldli al 1 2s0
MT U Set max ttrtandmiesunit, 1500
MR U Set max rlercebdwteesuni t, 1500
Use default|Enable default asyncmap |Forbi
Use Peer DN/Receiving mablislignepe MDANtSgEnab |
Link detect|Set ltiemk idem interval 55§
Link detMao Set t he max retries i f

. . . 5
Retries reaching max. times)
Debug Systepricamdat moted | og Enabl
Expert Opti|Provide extra PPP parameiNone
Dual SI M En|Enabl e dual SFMWI Icawidngn Di sab

rel essc

switect
net wor

Descriptio




rel evant parameter confi
Main SI M Choose to be a SIM car dSlI M1
Max Number Set Ma x . dRahbhgtrht'ethmx5
cardbaevidWwi tched
Min Connect|Set min. connection ti mgo0s
g Set signal t hresholpder(fso
Sl gnal threagain when | ower than si0
Signal dete|Set signal detect intervo0
Signal dete|Set signal detect retrieg0
From beginning to switg
Backup SIM |exceeds theouisemouwthl It o |0
card
3.2.3DABDSRMRY K
PPPOE i4$9paipocoptr ootvoer Et hernet . User has to inst
of original connection way. Through PPPOE, remot
charging of each accessed user.
Connection mode at Et her netguproartti omusitnttee f RR RO Enu

PPPoE Client.

Tabl2d Dialing Port Parameter Descriptiol

Pool | D User define, easyNone
manage
I nterface FastethernetoO/1 alFastether:H
choosabl e
| D User define, easyl
manage
Pool | D Same as the dialup/ None
Aut henticat|Aut o, PAP, CHAP Aut o
User Name Operators provide [None
Password Operators provide |[Noa
Local | P Ad|Set the | P addres|{None
interface
Remote | P AlSet the | P of remoNone
3. 20bpback I nterface
Loopback interface is used to take place of rout
when it turns to DOWN, I D of router has to be se
of OSPF. Therefore, generally | oopback interface
Loopback interface is a |l ogiculathdcondittuiadngd ntearirf

no | oopback interface which can be created for

same as physical interfaces on router: addressi

number in routerconmercadeo namcdudwerbel R ermi nated on
Tabi26 2 oopback I nterface Parameter Descri

|l P Addr ess Users can not chan127.0.0.1

Net mas k Users can not chan255.0.0.0
. |Apart from aboxxen

Mu I-It A Sett'rother P address N/ A




A Attention

Si ntcheeoopbac

ack ter e monopolizes one
be 255.255.255. 255 r

the purpose of s

3.2.5 DHCP Service

DHCP adopts CIl inencta/tdeotnv ereandceosnennds confi gurati on
which feeds back corresponding configuration inf
Client to achieve the dynamic configuration of |
0 The duty of DHCP Server is to distribute | P a
each workstation is supplied with different | P a
management tasks requiring maenual operations bef
0 As DHCP Client, the device receives the | P add
in the DHCP server, so the Ethernet interface
automatic mode.

Tabl26DBCP Server Par ameters

Enabl e On/ Of f Oof f
Fastethernet 0/ 1
Il nterf ace availabl e Fastet her |
Starting Ad Dynami cal distrib N/ A
addr ess
Ending Addr Dynamical distrib N/ A

addr ess
Lease Dynamil distributidl1440
DNS Server One or t wo , or Non N/ A

WI NS Setui of WI NS, ﬁenN/A

Set up a static s

MAC Address|address (different0000. 0000,
avoid confliction)

| P Address |80 up a static spy,a
the scope from st a

A Attention

| f the host connected with router ch
ervice must be actidvateg. aStcaetritai hP h:
ddr es s.

|l nRouter900 FO/ 2 enable DHCP server
uggested.

» O ! O

Generally, DHCP data packet is unable to be tra
Servemabbe to provide DHCP services for two or
remotely. Through DHCP rel ay, DHCP requests and
routers (Broadband Router).

Tabl2dDABCPr ankdreamet er s
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Enabl e On/ Of f Of f
DHCPSever Set DHCP server; (N/ A
configured
Source addr|{Address of the I niN/ A
DHCP server

3. DN&Ser vi ces

DNA (Domain Name System) i s a rDabms ,u sperdoviind i MQ@P /slw
bet ween domain name and | P didrde esleyne urdne & mig g fDINIS
domain name which could be memorized easily and
domain name into correct | P address.

The device osagmhmo retve foll owing t wo functions t
configuration:

0 DNS Server: for dynamic domain name resolution
0 DNS relay: the device, as a DNS Agent, rel ays
DNS Client and DNS Server to carry out domain na

Manually set thedDBBEjngsefDNBSE v empty. Generall
using the static I P at the WAN port.

Tabl28DRS Par ameters

Pri mary DNS/User define Primar|N/A
Secondary D|/User defi ne Sderceosnsd N/ A

DNS forwarding is open by default. You can set t
|l et I P address match with the domain name, t hus
accessing to the domain name.

Tabl28DRIr ankarmet er s

Enabl e DNS On/ Of f On
Ho st Domai n Name N/ A
| P Addr ess Set I P Address 1 N/ A
|l P Addr ess Set I P Address 2 N/ A

A Attention

Once DHCP is turned on, DNS rel ayurwieldl o
of f DNS rely, DHCP Server has to be cl oc

3.2.7 Dynamic Domain Name

DDNS maps user's dynamic | P address to a fixed
network, the client program twi |Itlhe aser vtehre phroosgros
service providerds host through information pas
providing DNS service and realizing dynamic DNS
change of | P addr essonaanidn nmaanceh,e ss o tt hwaitt ho tthheer dl
communi cate through the domain name. Wh a't end c

name assigned by the dynamic domain name registr

DDNS serves as a ncd iientr @ uwilr eodf tDODNcSo oar di nat e wi
the application of this function, a domain name
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websitewwswch32axAdbter the settings oof WBRR&®mMine @o
corresponding relationship between the domain na
established.

| R900 DDNS service types i-Dythamdiec DyQBNS&EE’832DDN
DynDBN$namic, -SDatn DS and Nol P.

Tab32d ®DNS Par ameters

Met hod Name|User define None

Service Typ|Select the domain |[None

User Name User name assigned in the application| No n e
dynamic domain name

Password Password assigned ihe application fof No n e
dynamic domain name

Host Name Host name assigned in the application| No n e
dynamic domain name

Met hod The update method |[None

A Attention
| f

the I P address obt aiandedd ewisa rtdcwet edry ndir
availabl e.

3.2.8 SMS

SMS per mi thsa smas sraegbeo ot and manual di aling. Conf
Number and <click <Apply & Save>. After that you
devi ce oofrp pfpc eulpl/Wdlowno to redial or disconnect the

Tabl2d SMS Par amet er s

Enabl e On/ Of f Of f

Mo d e TEXT and PDU TEXT
Pol | Il nterviUser define Poll 11120

| D User define | D 1

Acti on Pam t and refuse anPer mit
Phone Numbe|Trusting phone nunN/A

3.2.9 VLAN I nterface

VLAN is a kind of new data exchange technology
dividing the LAN device into network segments.

Tabl2d 2Z3AN Par ameter s

i .VeLLAN I D, user defi iN/A |

I P ad(User can configure
ma address as required

e{SubnefUser can configune md
ma s k as required

N/ A
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| P ad(Besides the primary
Secon 10 secondary I P addrN/A
I P ad(Subne{Configure or change
ma s k required
3.2.10 WLAN Interface
WLAN refers to Wi rerdlkssWLANa ahadaArtwo Ney e s
point and the Client.

Tabl2d 338 AN Par ameters

interfaceo
Thi s

erfacebd
nterface

SSI D br|After turning on, use canTurn on
Six type: fe8®02oprtgbms 802.

RF typPeggo 11b/g , 802.11b/g/n |802-119

Channel|Select the channel 11

SSI D SSID name defined by wuserlnRout ¢

Aut hent|Fowrt henticati on mpehodypo en t

met hod |type,-PSWPAandP SWA2 P Y
Support NONE, WEP40 and

SmE e aut hentication methods NONE

Wireles g,y 20MHz and 40MHz for |20MHz

bandwi d

Ma x i mu m

number User defined (at most 12§N/ A

clients

SSI D Fill in tb&l bame bk thangN/ A

Aut hent|{Stay the same with the alopen t

met hod |[to be connected P Y

Encrypt Stay t he semrer ywitihoontd h e f NON E
be connect ed

The device usualadfy sneetetdisn gt hwheeen sutseepds as

Step |I: Click the fANetwork>>Di al

interfaceo, close the dial i nterface.

modul e. I nstea@e, seicoeadtIsyepperate th

Step | 1: Click the ANetwork>>WLAN int

interfacedo. Select fACliento for the i

St epCllildk the ASetup Wi zar d>>tNieovn WLrAN&

WLANO i
addr ess
the dlIP
segment .

The scan
interfac
connecti

n

t erffaascteet hSeerlneectt 0/ 1 as the i
(DHCP) or static | P. I f the static
settthgoClinertf aPeadddess must be
ning function of the SSID can be
e type. In the ASSI D scanningbein
on status of the device as Client

nterface;

tme neain ti enr



3.8 nk Backup

3.3.1 SLA

Basic principles of InHand SLA: 1. Object track:
SLA probe: The object track iffufnecrteinotn tcyapne su soef |dneH
the obj eebtaseldd. rPaltiinyg using route mapping table
the routing process. 4. Using static routing and

SLA Configuration Steps

Step 1: Define drnenesr (mMerteec3LAngper a

Step 2: Define one or more track objects to trac

Step 3: Define measures associated with track ob
Tab33d SLA Parameters

| ndex SLAindex orl D 1
Type Detecti,def dawlpteedbso,i ctji cmmx hg

cannot change
| P Addr ess Detected I P address None
Data Size User define data size|56
I nterval User define detection|30
Ti meout ( ms|User dimdoutforedetection to fail 5000
Connective De¢teion retries 5
Life Default is fAforevero, |foreve
St 41 tme Det ect itdmeSt asretl ect fAnnow
3.3.2Mdodatlk
Track i s designed to achieve I|Iinkage <consistin
monitoringTmoadkw| modul e is | ocated between applic
with main functions of shielding the difference:
uni form interfaces for application modul e.

Track Module and Monitoring Module Linkage

Through configuration, the linkage relationship
established. Monitoring module is responsible foc
and notification to appl i cTartacokn mmoodduull ee soof adsettec |
timely change of the status of Track item:

0 Successful detection, corresponding track item
0 Failed detection, corresponding track item is

Track Module and Application Module Linkage

Through oaoanfibher dainkage relationship between Tr a
established. I n case of any changes in track ite
will be sent to application modul e.

Currently, applicatdminews dluil mlsa gvehi wiht c otud alc ka mo d
statipggrsadbtasedyrouting and interface backup.

Under certain circumstances, once any changes 1in
is sent to applicati omaynola |l ient drhremnp tceodnmitng ctad i ©
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mely restoration and other reasons. Under suct
anges take pl asae piemr i Torda cokf ittieme, tdelnaoyt i fy the a

Tabl3€TBacduMe Par ameters

| ndex Tracki ndex or | D 1
Type Default fslaodo,User cannot dsla
SLA | [ Defined SLA Index or ID None

I nterfalDetect interfaceds up/down |cellwu

In case of negative statusyitching can be delayed based on
Negat i v|set time (0 represents immediate switching), rather | O
immediate switching.

In case of failure recovery, switching can be delayed base
Positi v|the set time (0O represents immediate switching), rather | O
immediate switching.

3.3.3 VRRP

Defaul t route provides convenience for user 6s ¢
requirements on stability of the default gateway
et up withf awl ti dreouti e aWi tdle g d tne wgaeyn sthesilnn gf atuhlet n
ccurs on gateway, al | hosts with the gateway b
ommuni cate with external net wor k.

O o wm

ncreasing exit gateway i stamcomhombiméti hgd ffThdreni
o be solved is how to select route among mul ti
I ) adds a set of routers that can undert a
rout erh.anTksen ef e cViRIRoPn wmd d deci de which
ing task and the host in gQANewayohby +thbeg
router.

-0 — =
= = = Q0
r—rE — —+
C O

1 bring together a set of resumielrar inolLAN

router in respect of function. Accordin
s, it can be virtualized into multiple vi
to 255 can be virtualized.

D<K <P YT —
® —
Q -
3770
o
5>S T SoSs

5
o
c

<

RRP o3 |tolwe nfg characteristics:

Virtua
nly req
he def a

P address, known as t he

has an |
the I P address of virtual

er
to know
ut e .

~ O O«

Host nent wchrek communi cates with the external net

(@]

0 1 router wildl be selected from the set of roui
function. Ot her routers wild.l be useay afsorbatctkkeal p
gateway router in case of fault of gateway route
bet ween the host and external net wor Kk

r interface function of VRRP better expand

Monito
f er ederwfhaecne ionft a certain router has faul't or ot
When interf
reduces its
t h

router wi

a cted with the wuplink is at t
so t haup tghreo uppr iiosr ihiyg hoefr oatnh

priority becomes the gateway

o000 0
D = 0O
0n -5
— o+ 5
<

c
p
h
abI38VBRRP Parameters

Enabl e Enabl e/ Di sabl e Enabl
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Virtual|User define Virtual Route IINone
| D

| ntaeref Configure the interface of [None
Virtual .
Address Configure the I P address offNone

The VRRP priority range is-255 (a larger number indicates
Pri or i t|higher priority). The router with higher priority will be mo| 1 0 O
likely to become the gateway router.

Adv er t i| Heartbeat package transmission time interval between routy

| nt er v a| the virtual ip group 1
If the router works in the
own pri or ihtayn itshahi ghert hte ¢
Preempt | wil|l send VRRP noti f i eedteicot}
Enabl
Mo d e gateway router and eventua
router. Accordingly, t he o]
Backup router.
Tr ac k || Trace Detection, select the defined Track index or ID None

3.3.4 I nterface Backup

Interface backup refers to backup relationship f

equi pment . When service transmies dioonf awdndédtofbea cc
interface or l ack of bandwi dt h, rate of flow car
backup interface wildl carry out service transmi
reliability of commtni cation of data equipm
When | ink state of main interface is switched fr
first instead of switching to |t hstaotfe boafc kmai ni |
interface stildl keeps doewntaftéenktoé Gaka&up sngt
system wi |l | not switch.

After |l ink state of main interface is switched f
first instead of switching back to nfaacne isnttielrlf ac
keeps up after the del ay, system wi |l | switch ba
switch.

Tabli3dl 8Bt erface Backup Parameters

Pr i ma r| The interface being used cel lu
Interf
Backuplnterface to be switched cel lu
| nteeg f

St apt | Set how long to wait for the stanp tracking detection policy t{ 6 0O
Del ay | take effect

When the primary interface switches from failed detectior
successful detection, switching can be delayesd on the set tim

Up Del (0 represents immediate switching), rather than imme( 0
switching.

Down When the primary i_nte_rface switches from successful detecti_(

Del ay failed detection, switching can be delayed based on the set ti| 0
represents immediatswitching), rather than immediate switching

Tr ac k | Trace Detection, select the definedTrack index or ID None
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3.4 Routing
3.4.1 Static Rout e

Generally, user d oSe&tc rontiog is ahspexidl rotiting thateréquiréshyous .
manual setting. After setting static routing, the package for the specified destination will be
forwarded according to the path designated by you.

TablMdaSBatic Route Parameters

Destination | Enter the destination IP agss need to be reached 0.0.0

address

Subnet Enter the subnet mask of destination address needtobereach 0 . 0. 0O

Mask

Interface The i nterface t hr ou g lthe dektination Ce |l | u
address

Gateway IP address of the next router to be pasby before the input daj No n e
reaches the destination address

Di st a n Priority, smaller value contributes to higher priority None

Tr ac k | Selectthe definedTrack index or ID None

3.4.2 Dynamic Routing

The gateway protocol teme ASh tbesastenomotubmes PSP
RI'P protocol

1) RIP

RIP is mainly used for smaller networks. RIP uses Hop Count to measure the distance to the
destination address and it is called RoutingCost. In RIP, the hop count from the router to its
directly connected network is 0 and the hop count of network to be reached through a router is 1
and so on. In order to limit the convergence time, the specified RoutingCost of RIP is an integer in
the range of 0~15 and hop count larger than or equal ® défined as infinity, which means that

the destination network or host is unreachable. Because of this limitation, the RIP is not suitable
for largescale networks. To improve performance and prevent routing loops, RIP supports split

horizon function. RIRilso introduces routing obtained by other routing protocols.

It is specified in RFC1058 RIP that RIP is controlled by three timers, i.e. Period update, Timeout
and Garbag€ollection.

Each router that runs RIP manages a routing database, which contdiimg emtries to reach all
reachable destinations. The routing entries contain the following information:

0 Destination address: IP address of host or network.

0 Address of next hop: | P address of interface o
the way to reach the destination.

O«

Output interface: The output interface for the router to forwardgupe

O«

Routing Cost: Cost for the router to reach the destination.

0 Routing time: The time from the last update of router entry to the present. Each time the
router entry is updated, the routing time will be reset to 0.

TablM&RBP Par ameters

Enabl e |EnableDi sabl e Di sa
Updat e I't defines the interval t o 30
Ti meout]|lt defines the routing agi|180
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routing is received withuhbi
Cost in the routing table w
It d e¢hk itimeefrom the time when the RoutingCost o
routing becomes 16 to the time when it is deleted from the ro
table. In the time of Garbageollection, RIP uses 16 as t
RoutingCost for sending updates of the routing. In case of tin|
of GarbageCollection and the routing still has not been upda
the routing will be completely removed from the routing table.
Ver si on]| Version number of RIP V2

Net wor kl|The faddnedd® and subnet maskNone

Clear T 120

Filter Only send RIP packets do noiDisa
Filter RIP packets sent to the default routing interface Di s a
DEY & i Default information willbe released Di s a

ation O

Default|The default overhead of the]l

Di st anc|Set the RIP routing adminis]|120

Redi st r|Introduce the directly connected, static, OSPF protocols intq .
Dsab

router RIP protocol

Passivellnterface only receives RIP|None
NeighboFor nelgh'bourlng router s,
package will only be sent t

None

2) OSPF

Open Shortest Path First (OSHE)a link status based interior gateway protocol developed by
IETF.

Router ID

If a router wants to run the OSPF protocol, there should be a Router ID. Router ID can be
manually configured. If no Router ID is configurdbe system will automatically seleone IP
address of interface as the Router ID.

The selection order is as follows:

0 If a Loopback interface address is configured, then the last configured IP address of
Loopback interface will be used as the Router ID;

0 If no LoopBack interface addre$s configured, choose the interface with the biggest IP
address from other interfaces as the Router ID.

OSPF has five types of packets:

Hell o Packet

DD PackefDatabase Description Packet
LSR packetLink State Request Packet
LSU Packe(Link State Update PacKet

B

LSAck packefLink State Acknowledgment Packet

B

Neighbour and Neighbouring

After -tpheost@8PF router, it owi || send out Hel | o
receipt of Hello packet, O©SHEfraetdei nwithle ophe&lt
consistent, a neighbour relationship wil!l be for
can form the adjacency relationship. 1t is deter
sides succeges DDl Ipyackxeatrsamnd LSDB synchroni zati on
the true sense can be formed. LSA describe the n
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entire

net wor k

topol ogy.

TablMM8 ®DSPF Par ameters

Enabl e

Enable/Disable

Disable

Rout er

Def aul t

Router|I D of ttieA or i i natin

The defaul t over head of the

None

None

Redi str
Rout er

| P Addr

Introduce the directly connected, static, RIP protocols into
OSPF protocol

I P Address of a net wor kK

Disable

None

Subnet

| ocal
Subnet Ma s k I P Ad

of dress o]

None

Ar ea | D| ArealD of router which orii;inatinﬁ LSA None

I nterfal/The interface None
Send interval of Hello packet. If the Hello time between {

Hel | o | | adjacent routers is different, you can not establish a neigh No n e
relationship.
Dead Time. If no Hello packet is received from the neighbg

Dead I n the neighbour _is considered fa_ilelﬂ dead time;s of two adjace None
routers are different, the neighbour relationship can no
established.

Net wor k| Select OSPF network type None

Priorit|Set the OSPF priority of in|None
When the router notifies an LSA i3 neighbour, it is required {

Ret r an s| make acknowledgement. If no acknowledgement packe None

| nt er v a| received within the retransmission interval, this LSA will
retransmitted to the neighbour.

I nterfal/The interface None
Send interval of Hell packet. If the Hello time between tv

Hel | o | | adjacent routers is different, you can not establish a neigh No n e
relationship.

3) Routing Policy

TabMdRButi ng Policy

Par ameters

Access Us e ri ndeddf None

Acti on Permit and deny Per m

Any Add| Any address after clicking, no matching IP address and s{ For b
mask again n

| P Addr | Userdefined None

Subnet User defined None

Prefix User defined None

List

Seri al Il A prefix name list can be matched with multiple rules, one ruy No n e
matched with one serial number

Action |Permit and deny Per m

Any Add| Any address after clicking, no matching IP address and s No n e
mask again

| P Addr | Use defined None
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Subnet User defined None

Gr and Filling in network marking length of subnet mask and restrict No n e
Pr ef i x |theminimum IP address in IP section
Less Filling in network marking length of subnet nkaand restricting No n e

Prefi x the maximum IP address in IP section

3.4.3 Multicast Routing

Mul ticast routing sets up an acyclic data trans
recei vjwhgi cehndrsehkest a bt bammenit caodt t déest riThet mahtic
routing protocol is used for establ irsehlianyg ngnd m
mul ticast data packet correctly and efficiently.

The basic is mainly to define the source of mult

TabM&BE8si c BamaepePs

Enabl e | Open/Close Close

Sour ce | P Address of Source None

Net mask|Net mask of Source 255. 255
Interfallnterface of Source cel l ul al

IGMP, being a multicast pywhticthe b di hot nt Prhest ptot
constitution to any directly adjacent router, de
amongst i fferent network segments with precondi

ori nsteatitniimngg a@arhde mael ati onship between mu
irectly adjacent mul ticast routing. I G
on between host and multicast routing i

t
d
is used f
and the d
i nformat.

I n t he mul tiatasn omoommlbni csender, without payi ncg
i nformation of receiver, only needs to send dat .
i nformation about receiver wil|l be collected and
s gnalling mechanism for a host used in the net\
i nfor ms t he router t he information about me mb e |
mul ticast member exists on the subnet connected

Function of multicast routing protocol

0 Discovering wupstream interface and interface
multicast routing protocol only cares the shorte
0 Deciding the real down sutlrteiacna sitn tterrefea cwei Ivlii ab e( Sf,
routers acquire their uwstheamoantbedognsboueam idn
with the source host and branches being router s
di scovered by | GMP.

0 Mamang multicast tree. The message can be tran
acqui rueidc dsyt routing, while multicast refers to
group.

Tabl4el GMP Par ameter s

' Uppe®rtp/The port condewteilngpetthweof N/ A |

Lower p|lThe port connecting the |[cellul al
Upper p|lThe port condeowteilngetthweorcel | ul aj
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3.5 Firewall

The firewall functionof the router implements corresponding control to data flow at entry
direction (from Internet to local area network) and exit direction (from local area network to
Internet) according to the content features of message (such as: protocol style, stinet@des

IP address, etc.) and ensures safe operation of router and host in local area network.

3.5.1 Access Control (ACL)

ACL, namely access control i st, i mpl ements per.
data flow (such asidpeescrinbedcsoumntce nlubfber, et c.
series of matching rules so as to filter the net
of router, the field is analyzed accordéng to A
speci al message i s identified, t he permi ssion

i mpl emeabdedpmgsémiat egy.

ACL classifies data packages through a series of matching conditions. These conditions can be
dat a packag e sidiesssdestimattor MATAaress, source IP address, destination IP
address, port number, etc.

The data package matching rules as defined by ACL can also be used by other functions requiring
flow distinguish.

Tabl5dAG3 Par ameters

StandardamMChrevent al | t h
some network or permit al |
net wor k or refuse al |l t h
protocol stack (like 1P).
Type ExpandedaAClprovide morseceExpan
than standard ACL does. F q
make use of expanded ACL i
Web communication fl ow, re
control of ACL is not as d
| D User-defei hed number N o
Acti on Permit/ refuse Per mi
AgreemenACP I p
20Ul Ee Source network address (bl|No
addr ess
Sour ce Ra dmixnarmse compl ement of m
) N o
wil dcardaddr ess
Destinat/Dstinati on net wor k addr e
. . No
address |[configuration)
Destinat
addr ess |Radmixnurse compl ement of magNo
ma s k
. . Click starting and the | o0g .
Writing in theteystsdmrdafi ng Forbi{
DescriitConvenient for recordinﬁ ENO
Port nanSelect the name of networkjcellu
Rul e Select the rules for in annone
3.5.2 NAT
NAT ncachieve I nternet access by multiple hosts
network | P addresses. It means that few public
net work | P addresses, thus saving public network
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Tabl5@N8wowk Address Translation (NAT) Par s

SNABource NAT: Transl ate |
anot her addr ess
Acti on DNATest i naitMagpn aNAsTet of | o|SNAT

to a set of | egal gl obal a
11 N A Transfer IP address one to one.

Source I\Insiqe: Insidg addr ess Insid
Outsi de: Qutside address

Transl at|Select the Translation Typ|lIP tog

A Attention

NAT rule is to apply ACL int cedadwrtehs sA
transl ated.

@Iﬂsnucﬁun

Private network | P address refers to the
of public network refers to the only gl
addr e spsreisv aftoer net wor k, as shown foll owed:
A: 10.0.0.0~10.255.255. 255

B: 172.16.0.0~172.31.255.255

C: 192.168.0.0~192.168.255. 255

The addresses in the three types above w
i n compani es tcerade mtferbperiingge sapipdis ed t o ope

3.5. 31 MABi nding

If the default process in the basic setPing of
can have an access to outer net.

Tabii58MABAG P Binding Parameters

MAC addrSet the binding MAC addresgg,gg

I P addreSet the binding MAC addres Empty
descripticonvenient for recording {Empty

each piet® of MAC

3.6 QoS

QoS cannebworhkl traffic, avoid and manage netwo
dropping rate. Some applications bring convenien
bandwi dt h. To ensure all LAN wusers canaffoiranal I vy
control function can Iimit the flow of specified

QoS provides users wi t h dedicated bandwi dt h ar
applications, greatly i mproving t he networ k s e
requirements of different appl i-sceantsiiotnisv e ibkues ignueasr:
bandwi dth of multimedia services.

QoS <can guarantee high priorit-pridarniat yf rchaneas frre
transmi ssi on, craintdi ceads uger vtihceets are wunaffected b
supports four service | evels, which can be ident
and | P priority.
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TabledFBow Contr ol

Parameters

N ane Name of -deesfarnesdelffl ow cont|No
Click starting, control Forbi

S WS Messastarting n

Source Ad Sour_ce add_ress of flow No
configuration)

: .|Dest i ndadtrieosns ao f fl ow cont

Destinat.i . . N o
configuration)

Prot ocol Click rotocol t e N o

Name Name of -deesfarnesde Iffl ow cont|No

Type Name of defined types abdNo

ﬁz::red IEAssured banseddftihniitni awwrs erf No

MaX|mym Maxi mum bandwi-defhi niint iuosnerf No

Bandwi dt h

Local PrelLocal preference in seledNo

Port Control port of selectingcelluwu

Ma xi mum Maxi muandwi dt h mor e t han N o

Bandwi dt hjseddf i nition

Ma xi mum Maxi mum bandwi dt h mor e tNO

Bandwi dt hjseddf i nition

|l nput Str|Strategy name defined abdgNo

OQut put St|Strategy nlmomnee defined a N o




3.7 VPN

VPN is for building a private dedicated network on a public network via the Interiratality”
mainly refers to that the network is a logical network.

Two Basic Features of VPN:

, Private: the resources of VPN are wunavail abl e
VPN can ensure and protect its internal i nfor mat
., Virtual: t he communi cati on among VPN wusers i
meamwl e can be used by wunauthorized VPN wusers s
|l ogistic private network. This public network is
Build a credible and secure |Iink by connecting

net work of the headquarters via VPN so as to rea
the figure bel ow:

Remote Access

AL e
-~ [-*-.1
- |

i

Enterprise
Headquarter

et

Embranchmen

Cooperative
Partner

H&?

Fundamental Principle of VPN

The fundament al pr itremicdloes eo fV PWWP Nneisrs duiganaetil ensng t |

un
t echnoltoegsyt aabnldi sh a private data tranmnsomtiassi on ch

realize the transparent message transmission.

Tunneling technology encloses the other protocol
protiotcsodl f can be enclosed or carried by other e
|l ogical extension of PSTN/Ilink of | SDN, which is

The common tunnel protocols iSpclkude L2TP, PPTP, (
3.7.1 | PSec

A majority gafredaltlaai mdretxentTransmi ssion on the | nt
dangers such as password and bank account info
i mitated, suffering fetoom nfafltieri odiiss pneedt aplo ni tkf alt R Se
can protect data transmi dlsisanh osmud ereduce risk of

| PSec is a group of open network security protoc
of data transmis®isononbetthwee elnnttewoneéijp g c irdopstiurcee t he
eavesdropping, guarantee data integrity and conf
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transmission of users via data originrapltdyenti ca
function on the I P | evel

| PSec, including AH, ESP and | K&t weossiiespweoemrct on
host andangdat leegtaweeewnay s . The security protocols o
security and I KE is essed for cipher code exchang
| PSec can establish bidirectional Security Allia
interworking | PSec tunnel and to realize the sec

Tabl7dl BSec

Configuration

Parameters

|l dentificat|Policy identification |[N/A
. Al ternative authentica
Aut henticat certificate AES12
3DES: encrypt pl ainte
codes of 64bit
Encryption DES'rpmm a 64bit plaiSHAl
cipher code
AES: encrypt wp [tAdkiSn t Ael xgt
wi th ci pher128biv, #92bit br@56lgtt
MD5i:npgwtf or mati on of ar
128bit message digest
Has h SHA i npdhnor mati on with Group}
t o olbbbamens sage digest.
Comparing botwh,isldS isg
E;f—HeElilcrEaann Three options: Group 186400
Il dentificat|User dKE imeldidy identi|N/A
3DES encrypt plaintext
of 64bit
Encryption DES' encrypt a 64bit AES12
cipher code
AES: encrypt wp [tAdkiSn t Ael xgt
wi th ci pher128bib, #2bit dr 256bg t
MDS5i:npguwtf or mati on of ar
. 128bit message digest
Integrity SHAinﬁmﬁormgtiongwithSHAl
t o olbbdamens sage digest.
5;?1:fb2an Mul tiple options Group]
Lieti me Valid time of ol i c 86400
Na me User defoetTrmame N/ A
Choose encapsul ation f
AH: protect integrity
from hacker i ntercepgtn
Encapsul ati|flase data packet on th|ESP
ESP: encryptnetelde ngs,pmrg
t hen encl ose into I P
confidentiality of dat
Encryption Mul tiple options AES12
Aut henticat|{Multiple options SHA1
Tunnvolde besi des sourcegTunnel
| PSec Mode h :
ost, speci al gatewayMode
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password t o
gat eway.

e h s ognet etwh

Transmissi osoWMoade host
host must directly be
t he p ua fpho sgehweorr k ef fiq
comparing with tunnel

inferior

Opposite en/Opposite end | P addres
I nterface n|Select the interface n/Cell ul
| KE iveemr s Sel e¢d KEt Fer si on | KEv1
| KEv1l polic|Policy identification
|l psec polic|Policy identification
Main modse an exchange
mode shallli shedes$mnahb he
stridetndri ty protection
Negot Made onfAggressi:veasmoadne exchan|{Mdan m
aggressive mode excha
accelerate negotiatio
ordinary identity prot
. Al ternative authenti cag
AuthentlcatCer,“fica,[e Share
The source network in
Local subnedefined by | PESC N/ A
Subnet addr|The sour ce n eetswoirnkat i g
def P N/ A

addr esses i ned bi | ESC

Local i dent The Io_cal i'de_ntif'icatiN/A
| ocal identification

Opposite The oppositeorencdorirdeesnpN/A

identificat|selected opposite end
Receiving end wi || ma|
request messagep@aod iiodng
check. | f it does not
message femadmbepgemd ti
Profile will be del eteO,

| KE connect|{Used for detection int/Propo

( DPD) After initiating DPD,|par amg
receive |l PSec cryptogin60, 1
end within interval of
can ma k e DPD <check, g
oppoesrnd eautomatically,
paexi.sts

XAUTH XAUTWHs er XAalneHo d e N/ A
Means t he reveal of

Per eel S'H”cendanger informati on Ban

(PFS)
codes.

|l Psec SA LijLifetime of |1 PSec Prof/{3600
I f it isescalsedantbel y p

Respond Onl|l psec request and wil|Ban
commonly used in the s

Rul es for When wusing the cert.if'iAlways

sending of sha!l_knoyv tehaechceortthefrlsend_
verification before ajcertil|
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built. The 1l ocal certi
certificate of the opij
be not (common situat:i
send t he rceequesfti chpbe

| PSEC i s being connec
send its certificate
received this request.
Al ways sendSacmeatipseal
not send a fAdcertificat
ppace to keep the cert

end, so the opposite
being configured as fia
Send certificateThandl
certificate is sent on

request .

N d send clehrd i daerctaitfei: c a
the opposite end no mg
request or not.
Detection server, det €
| CMP detect|interval, -det ecimaanmui
retries

Tabl7€l BSec Extension Parameters

Na me User defined admi n

| KE version|Sel e¢dtKEt ver si on | KEv 1

| KEv1l polic|Policy identificatiomtqN/A

|l psec polic|Policy identification qN/A

Main mode an exchange
mode shall be establ i
stridethner ty protection

Negot Made onlaggressi:veasmoedechange fmode

aggressive mo d e exchar
accelerate negotiation

identity protection is
AuthenticatAIte_rnf';1t|ve aut hentical|Shad

certificate key
Local i dent The Io_cal |_de_nt|f_|cat| N/ A

| ocal identification
Opposite The opposite end identN/A
identificat|{selected opposite end i
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Receiving end will/l ma k ¢
me s sage autoopnpaotksincaelf loy {
does not receive | PSec
peer end beyond ti meou
del et ed.
I(EED)Connect Used ©detection intervalO, O

Af ter initiating DPD,

| PSec cryptographic me:jq
interval of triggering
DPD check, send oEmUens
attomatically, det eexi wwth

Perfect ForifMeans the reveal of oNnen.n
(PFS) information protected K

| Psec SA Li|lLifetiP®9ecoPrbfile 3600
@Iﬂsuucﬁon

The securitylevel of threeencr ypti on al gorithms ranks

i mpl ementation mechanism of encryption
arithmetic speedat DESyatgerotdmnanan safe
3.7.2 GRE
Generic Route Encapsul ation (GRE) defines the en
on a networkGREBRyeoulpd obecaked as the L3TP of VP
t r ans miasnsnieoln fcohr VPN dat a. I n simpl e t er ms, GRE
provides a channel through whi ch encapsul ated
encapsul ation and decapsul ation coul d be real i
net wothloiwmg as t he following figure:
4 S [
X Network Internat e X Network
[=4
RouterA RoutarB
( GRE Tunnel (1]

Al ong with the extensive application of |1 Pv4, to
transmitted on I Pv 4 net wor k, t hose messages co
transmirodilems bet ween different networks.
I n following circumstances GRE tunnel transmissi
, GRE tunnel could transmit mul ticast data pack
Single use of | PSec cannot achieve the encryptio
., A certain protocol adopted cannot be routed.

A network of different | P address shall be req
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GRE application example: combined with I PSec to

GRE can encapsul atetandnt GREsmuthnmul t baast P&ac,
carry out encryption protection against uni cast

transmitted in | PSec tunnel, a GRE tunnel coul d
multicasd dhaéma | PSec encryption of encapsul ated
transmission of mul ti cast data in | PSec tunnel

Internet
' GRE over IPSec (|
A

-

Telecommuting

Enterprise

Intranet wnnel

IP Multicast Streams

Tabl78 LRE Key Parameters Description

E nbal e Click to enable Enabl eq
I nterface|lConfigure the name of GNO
Net work t|Select GRE network typePoknptoi
Local vis|Configure Il ocal visual N O
Peer visul|Configure peer visual IINO
Sour cree sasd Sel ect source addressIP
corresponding types of
Local I P |[Configure | ocal | P addr|NO
Peer addr|Configure peer address |NO
Password Configure tunnel passwoNO
MT U Confi gumuen maxinsmi ssi on |NO
Next Hop Resolution Protocol applied in acc
connected source stations with to #woadcast
multiple access (NBMA) subetwork (mainframe o
szl e WU route?). It also d(etermin)es the netwc()rk layer add Enabl ed
and NBMAsibnet wor k addr ess
before reaching targeted stations.
Descripti|Add description N O

3.7.3 L2TP

L2TP, one of VPDN TPs, has expanded the applicat
technol ogy -f oruscemctse tédhiealnet wor k of enterprise h
L2TP, thwonpugbkbtdbak (PSTN/ I SDN), based on negotia
tunnel bet ween enterprise branches and enterpris
the netwopki 9d kemdedquarters. PPPOE is applicable
Et hernet and I nternet, a L2TP tunnel bet ween r en
could be established.

L2FPayer 2 Tunnel Protocol eanmaepgswlrat easts prhiev ahteea dc
No encryption mechanism is available, thus | PSes
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., Main Purpose: branches in other places and emp
net work of enterpri seael htemdmeilarby rp uthlrioa grhe tawovri k tr

Typi cal L2TP network diagram is shown bel ow:

RADIUS Server RADIUS Server

L2TP Tunnel

Dialling User
L2TP Tunnel
Mobile Office Staff
| (L2TP Didling Software)
< VPON -
Tabl7d Xey Parameters Description for Fl o
Name Uselemfined L2TP Class nam{No
Authieaat i Click to enable_, authentDisab
net work connection
Host name for home ter
Ho st Na me . N o
unmatched is acceptable
Tunnel Wh e n aut henticati on i€ alt

Aut henticlpassword must be configu|No

Passwor d reiui red

Na me User defined pseudowire dNo
L2TP Cl as|L2TP c¢cl ass name defined gNo
Sour ce o/Sel ect Sour ce or t name cel |l u
Enabl e Clcik t o enabl e Enabl
|l dentifie Generated Automatically 1

L2TP Serv|Set L2TP Server addr ess N o
Pseudowi rIPseudowire class name defiNo
Aut hentic/|Select authentication typgAuto

Username |Peer server username N o

Password Peae server password N o

Local 1P Set Ioc_al I P addr ess, N o
automatically

Remote | P/Set remote | P address, wurnNo

3.7.4 OPENVPN

Single point participating ta ¢areryesdatbl i Bhment f

preset pri-patey kegrtithicadte or username/ password

SSLv3/ TLSv1l protocol are massively used.

I n OpenVpn, if a user needs to accedhsngovartemdt

net work card), then OS wildl send the data packet

vi sual net work card through routing mechanism. U
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and process those data amrd Hegn ESOCKEM, oowi hfgr dbog

remote service program wil/ receive those data
virtual net work card, then application software
transmission, vice versa.

Thl &53 Parameters Description for OPENVPN

Enabl e Click to enabl e Enabl ed
| D Set channel | D N o
Server | P/Fill in I P address of HNo
Port Numb|Fill in port number of |1194
Cetri fi cati|Sel ect certification t|User nan
parameters of certificéasword
User name Keep consistency with d9No
Password Keep consistency with gNo
Channel D/Content desclr-ibfeidnéd @K NO

Source Po|Select name of source @NoO
Net work T|Select type of network | net3o0
Port T eSeIect t he data form Tun

yp t uhat a padlkdage frtaag
Protocol icClommauer car i or
) . Udp

consistency with server

Encryption|Keep consistency with dgDefaul't

Pr ot ocol

LZO Compr|[Click to enable of f
Connectio _ _
I nterval Set connecting testing|No

Connecti o
Overti me
Expert

Configur a

Se connecting testing qNo

Set expert option: bl anfNo

%msmlmon |

| mport configurations can be directly i
backend server and manual conf iagnet &t i ors
after i mport.

3. 7AG6t hentication Management
Tabl7é¢ LRE Key Parameters Description for Aut

Aut henticlConfigure authenticati dNo
Protected
Confirmat|{Confirm authentication|No
Aut henti c
Protected

3.8 I ndustrial (this Chapter Onl
with I ndustri al | nt erf ace

Routers can connect with ter miwiarlesl etshsrloyu guhp |ionaddu so
upper devices. This realizes the wireless commun
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Routerdés industrial interface has two types:
RS485 modes and ilt@li ntneprufta caen dh aseldaiyg out put
RS232 addwplsext uddmmuni cation with one transmissi
ground | ine. RS232 is generally used for

RS485 addppsexhalcommuni catidose¢ea ot raacnhsineivses i lommn go f
communi cation data. To ensure the accuracy
RS485 is normally wused on industrial sites.

to kil ometers.

Digital iepbbacefcd® coanvert electrical signal s
digital i s a |l ogical variable or switch
correspofodsando htihgeghoivol t age t o #

| O6s relay out pudwiftumtcd itom sa watso mant ifi@ailtloy adj ust
3.8.1 DTU

3. 8.8lerli al Port Settings

Setting the parameters of routerods seri al

connected

Tabl8d Seri al

with router t on abcehtiweveen

Port Setti

ng

Par ameter

Serial Po Seri al Port 1 is RS232 RS232/ R
be changed

Baud Rate Same with tbenbeaotedat 9600

Data Bi't Same with the data bit |8 bits

Parity Same with the parity offNone

Stop Bit Same with the stop bit |1 bits

Software |Click to enable of f

Control

Descripti|lUser define N o

AAttellﬁﬂll

The parameters of routerds serial p

connected.

3.8.1.2

DTU 1

TablB€¢ ®TU 1 Par amet er

Description

Enak Click to enabl e Of f
Transparent and TCP: 1
Transparent is chosen,
is chosen.

2Tk ProtoRFC2217: no need to CorTrnaspar«
| EC 110014 : for power indu
functi on

Protocol TCP or UDP TCP Pro

ConnectioLong connection or ShonfLong

connect

Heart beat|{User define 60
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ti me
Heartbeat User de.fi'ne, TOP <conne
retry |1imit
Seri al User define 4
Fr ames
Seri al FriUser define 1024
Seri al User define 100
I nterval
Us er .difecbrinection fails in device stap,
Mi n R e c| reconnection will be done based on this min inter
) . ; 15
I nterval until the max reconnection intervakaches use
defined value.
Ma x RecUse_r .dwhH e m e connec.tion
max i mum, reconnection (180
I nterval . .
i nterval (user defined
Paratbehect the cenaddr
|l i st at the same ti me
Mu |-Seir ver |[Pol l ¢omgnect to the firlParall g
connect fail, continue
connect one successfull
Source po|4 options; No need to dlIP
Local | p The elésr?bP in Source PdNo
to configure
User defined. DTU i de
DTU I dentjautomatically to serve|No
Can remain empty withol
Debug Log/Click to enabl e Of f
Server Ad|{User define N o
Server Po|lUser define No
%hlsmlmon‘
, Destination I P Addresses maxi mum 10.
DTU 2 configuration is same with DTU 1.
3.8.2 10 Interface
Relay output is off by default and it can be tur
manually and after reatbubhgishausemapacamétyet srn

Tabl88 3 O I nterface Status Parameters De:

. : Vol tagéVuoderespo®d to nl
Dirgital Voltage equal s gno?j above Low (0)
Oof f by default. Can be t

Rel ay oremains of f . On
Of€lick to turn off

Action On€lick to tu_rn on _ Oof f 1
Of-*Onuser define off ti mgl00O0ms
automatically




3. 9 ITo
3. 9PLNG Detecti on

Provide the function of router ping outer networ

Tablod BI NG Detection Parameter Descript

Ho st Address of the destina(l192. 168
required.

PI NG Coun|Sete tPH NG count 4 ti mes

Packet Si|Set the packet size 32 byt ¢

Expert Op|/Advanced parameter of HNO

3.9TPacerout e

Applied for network routing failures detection.

Tablo€ Iraceroute Parameter Description

Ho st Address of the destinatl92. 168
reqguired.
Maxi mum H Set the maximum hops fdq20
Ti meout Set the timeout of tradq3 secon
Protocol Optional: | CMP/ UDP UDP
Expert Op/Advancednepar for trace|No

3.9LBnk Speed Test

Determine |Iink speed using uploading and downl oa




3.10

Simplified
canniostplday t
det ail s

3.10.

Configuration Wi
nor mal configuration
he results of

previously wupon the

1 New LAN

Tabllel 3New LAN Par amet

configuration
accompl i shment .

zar d

all ows the rapi

which <c¢a

ers Description

Tablled 3Ne w

| PSece®ariameiten s

Port Select new LAN port fasraeaehe
Host I|lHost I P address can be c|No
user definition

SubnetUser define subnet mask (255.255.
Ma s k
DHCP Enabl e/ Di sabl e Di sabl ed
Servi g
Start Set a startiymgmiR aaddroecsagNo
Addr e s yma ]
e Set an ending I P address |[No
Addr es
\Ffal'.d'Set I'P time I imits of dynl1440
eriod
3.10. 2 New WAN

Tablle? 3New WAN Parameters Description
Port Sel ectANn epw rW fastet hg
Type Configuration type of WANStatic
Host | Hos't | P 'ad.dr_ess can be cINo

user definition

Subnet |[User define subnet mask 255. 255
GatewalConfigure gateway | P addrNo
Net wor : .
Switch P
3.10.3 New Di al

TablleB 3New Di al Parameters Description
APN Select neaw WAN por 3gnet
. : Rel evant dialing paramet e, .
i alimg (select according to Il oca 99
U Rel evant dialing paramete
sername . gpr s

(select according to loca
Passwor d Rel eviaanlti ndy parameters pr |, ..

(select according to loca
Net wor k Click to enabl e, can swit .

. . Di sab

Switch public ones
3.10. 4New | PSec Tunnel

D

(



Tunnel .

Number Set a serial number forll

Port NanSelect port name cellul ar

Peer AddSet VPN peer I P N o

Negoti atMa|r1 mode or aggressmoldalvIai n Mod

Mo d e i s chosen normally)

Local

Address Set | PSec | ocal protectNo

Leeal Set I PSec | ocal protect255. 255,

Ma s k

Peer S .

Address Set | PSec peer protectilNo

P ESet | PSeotpeéeiron subnet255. 255

Ma s k e ' )

| KE Strad3DEMDSH1 or-MB BB 3DEMDEDH?2

| KE LifeSet I KE Ilife cycle 86400 se

#3;:' 'l'FQDN, USERFQDN, 1P addr/IP addre
FQDN and QDSERNKF vy. Fill

Local l daccording to the identNo
standard email format)

$§§; 'CFQDN, USER FQDN, IP addlP addre
FQDN and USER FQDN onl

Peer I degaccording ter thgpe débgNoO
standard email format)

$Uthent'8hared key, digital cerfShared Kk

ype

This item is displayed

Passwordshared password. Set I{No
iassword

| PSec St 3DEMDE6 or iS3HMNES 3 DEMDS59 6

| PSec LijSet I PSec life cycle 3600 sec

& Afttention

l nbound and out bound protocols shalll

filtervafyorcommecti ond,l tnlod (breotapapdli = dw

3.10.5 New Port Mapping

Tablleb 3New Port Mapping

Par ameters

Protocol [ TCP or UDP TCP
Outside Outer net connection port|Cell u
Service TCP or UDPi datantpanstm N o

I nternal |The device address of map|No

I nternal |TCP or UDP port of mappiniNo
DescriptiUser define N o
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4 Typi cal

4.1

Examplan |

R900 ttls

Application
DDNS Applicati on

cPnoecpedl we

Conf i
Exampl e

net wor k

gu

via dial

map the dynamic | of users on a fixed domain na
Configuration procedures of router are as follow
First Configure the parameters of d$hamoc domai
configuration in case of tailor-221 fd@mmad oin fniagner apta
in case of general domain name parameters.

. Hetwork >> DDNS Vseraant el

LI']J13.I"[E| IDES [HiLogout
Adniniztration ’ DDHS Method List Lo =
Layer? Switch 3 [
He twork » Me thed Hame Sexvice Type Tl Us ername Password Hostname Total Alarms: O

i , aa Custom hitp:ffwww. example. . Al axm Sunmary
i Disable -
Routing G 2
Firewall L4 3 - v
Qo3 ' Specify A Method To Tntexface Stop
YEN »
Interface Me thed
Industrial ' bridge 1 ¥ | |aa v
Tools 3
Add

Wizards »

Save Configuration

Copyri ght E20D1-2013 Apply & Save Cancel

Fi gl-l1 4
F Hetwork >> DDHS Username: adm
and
an IDRE Eﬂ-ogwt
Mainistration ’ DDNS Method List s =
LayerZ Switch 4
Hetwork » Me thod Hame Service Type K1 VUsername Fassword Hostname Total Alarms: O
i D 11 Dynheccess test AN test. dynaccess| Alarm Summary
e Disable v
Routing 4 "
Firewall 4 3 v
Qo5 ' Specify A Method To Tntexface Stop
YEH 4
. N Interface Method
frdustrial bridge 1 v 11 v
Tools 4
Add

Hizards 4

Sawe Configuration

Apply & Save Cancel
Fi gl-2 4

Second: Wait for nutes when dynamici sdoimmai n na
storage, then ping the domain name to confirm t|
name, as sH8wn in ig. 4
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m esEs

IET:E Ping walkeri284.ddns.ne
B 211.136.69.179 RIOE
B 211.136.69.179 ][0
B 211.136.69.179 F1[Q

EH 211.136.69.179 {1

t [211.136.69.1791 B 32 ¥

FH=32 Bf[E<ims TTL=64
BJ[6]<ims TTL=64
BJ[6]<ims TTL=64
Bf|Bl<ims TTL-64

- =8 Bz £,

Fi gl3 4
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4. 2 Device Management Applicatio

Applicaddoegqui pment to Device Management
Configuratwuires pfocedter are as foll ows:
Step 1: Configure parameters of Device Ma n
c2.inhandnetworks.com, -Blort: 20003, as shown in
Username:
i.r]J'na.nd Administration >> Device Management adm
Device Management [EjLogout
Administration v (Alarm] =
Layer2 Switch r Enable
Total Alarms: 0
Network v | Mode NS & IF[+]
N Alarm
Link Backup L4 Vendor Default E Summary
Routing N Device ID
Server [ .
Firewall e ©
Port aooz
5 »
Q0 Login Retries 3
.3
Veu Heartbeat Interval 120 s
Industrial * | Serial Type R3232[+]
Tools e
wizards b
Save Configuration
Copyright €2001-2013
InHand Metworks Co., Ltd.
All rights reserved.

Fi g1 4
Step 2: Log in device management ihgment ./ c2.inha
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4.3 Restore Factory Default Sett

4. 3/iWeb nterface
Log in WEB page, click AAdministration>>Configur

and enter AConfiguration Management 0. Click <Res
after reset is confirm and complete the process.
4. JYIRESET Button

Restore to factory default via front panel RESET

Step 1. Locate the RESET button on the device;
Sté&p Turn on the deGecedndspoweerssuatodni;hol d RESET
Step 3. MWBEBni €£€ER®n, release the RESET button;

Stpe 4. Wit hin a LfEeDw ssheoaud mdd sg,0 BORKF ; then press ani
agai n;

Step 5. WhlemD t thlei nEkRSR, release the RESET button;
meahgaRoutiesr @AW restoring to factory default sett
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4. 4 |1 mport/ Export Configuration

Log in WEB page, click AAdministration>>Configur
and enter AConfiguration Management 0.

Click <Browse>to select configuration files, t
after configuration files are imported to gain e

., Click <baecckounpf irgun>nitnog export and save current]l
filesmaTheffexported files i-csonfcing.,crnfefault file

Click <bac&apfirgunming export and save conf i
equi pment staring process. The for mat of exnp

st acbiagp. cnf .
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4.5 Logs and Diagnostics

Log in WEB page, click AAdministration>>Configur
and enter ASystem Logso. Click respective button
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4 Nt wor k Mode

4 1€Cel | ul ar

First

step: clCied kouti mme tihMNe tnvaovrikg>at Cehloplipagl , and en
shown .bel o

W

Network >> Cellular

W e

Administration 4
Layer2 Switch 4 Enable ‘
Network ' Profile I auto ¥ | auto v I
Link Backup 4 Roaming - -
GO "| eincode
FreEl ' MNetwork Type Auto ¥
Qos "| staticip
VPN * | connection Mode Always Online v
Industrial * | Redial Interval 10 5
Tools * | ICMP Detection Server
Wizards 4

ICMP Detection Interval 30 S

ICMP Detection Timeout 5 5

ICMP Detection Max Retries 5

ICMP Detection Strict

Save Configuration Show Advanced Options
Profile
Index Network Type APN Access Number M’:;‘:gd Username Password
Inkand Networks Ca, Li. I'_ S Lo I
Allrights reserved Add

Fi g&l 4
4. &ADSDi al up

Step l:cedilaudhlick Gdebwhmeeku> i nunahegédiEamkl e,
shown ii6mR.Fig. 4

Username:
. Hetwork >» Cellular adn
Ll'}naﬂﬂ
Cellalar [GiLogout
Admini stration 4 =
_ AL avm|
R Enable |
Layer? Switch 4
Hetwork 4 Total Alarms: O
T T > | Apply & Save | Cancel | Alarm Summary
Routing ] 5
Firewall 4 3s
QoS 3 Stop
YPH 4
Industrial '

Fi g62 4

Step 2: Establish new WAN, which is dAMI ded i nt «
menu in navigoBi,of-6gaasitd -6bFmg.ed4 examples of stat
ADSL udfimRPOE) type and DHCP type.
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inhand
Admini stration
Layer? Switch
Hetwork
Link Backup
Routing
Firewall
QoS
YEH
Industrial
Tools

Wizards

inhand
Admini stration
Layer? Switch
Hetwork
Link Backup
Routing
Firewall
Qo3
YFH
Industrial
Tools

Wizards

inphand
Administration
Layer2 Switch
Network
Link Backup
Routing
Firewall
QoS
VPN
Industrial
Tools

Wizards

Wizards >> Hew WAN

n =
Interface fastethemnet 0/1 —
Type Static IP v Total Alarms: O
Primary IP 10.5.3.134 Alarm Sunmary
Hetmask 255.255.255.0
Gatevay 1053254 b
3s
NAT I st
220 |
| Apply & Save | Cancel
Fi g&3 4
Us ername:
Wizards »> Hew WAN adm
Hew HAN [BiLogout
|
a =
Interface fastethernet 0/1 ¥ =
Type ADSL Dialup (PPPoE) M Total Alarms: O
TUzername inhand Alarn Sumary
Password
HAT i
3s
Stop
| Apply & Save | Cancel | e

Fi g64 4

Wizards >> New WAN

New WAN

, | Tvpe
MNAT

Interface

I Apply & Save |

fastethemet 0/1 ¥

Dynarmic Address (DHCP)
i

Cancel

Fi g65 4
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4. 7 New LAN

From navigation panel, select-770Wi zards>>New LAN,

Wizards >> New LAN

inhand

New LAN
Administration k
Layer2 Switch v Disable Bridge
Network , | Interface [ vian 1 v
1= I
Primary IP
Link Backup »
Routing , Metmask 256 255 2650
DHCP Server 7
Firewall r
Starting Address
QoS 3
Ending Address
VPN 3
Industrial b Lease 1440 Minutes
Tools »
Wizards > Apply & Save Cancel

Fi g7-1 4

63



4. 8 VRRP Typical

1. Networking Demand

Conf i

guration

Mainframe A makes VRRP backup combined with router A and routerit8 dsfault gateway to

visit the mainframe B on internet.

VRRP backup is composed of:
Backup group ID 1
IP address of backup group virtual router 192.168.2.254/24
Interchanger A: Master

Interchanger B: backup, interchanger preemptive allowable

Rotuer Et hernet i I P address
connected w connected w

R_A Fo/1 192.168.2.1

R B Fo/1 192.168.2.2

2. Networking Diagram

Host B

102.3.1/24

Internet FO/2

10.100.10.3/24

Fo/2
10.100.10.2/24

Fo/1
192.168.2.1/24

Virtual I[P address
192.168. 2. 254

ip:192. 168. 2. 100

gw:192. 168. 2. 254
Host A

3.Configuration Procedures
(1) Configurerouter A
First: Configure FO/1

Click
shown

navigation ALi nk

8l .Fi g. 4

panel
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y mo d e
110 preemptive
100 preemptive

FO/1
192. 168.2.2/24

Backup>>VRRPO,

ent



Link Backup >> VRRP

[o]

Enable Virtual Route ID Interface Virtual IP Priority

Advertizement Preeaption

Interval Mode vl I

fastethernet [~ 100 1

Aoply & Save

Fi g&1 4

Click navigati n panel ALink Backup>>VRRPO, ent

o
shown i-8R2.Fig. 4

Fi g82 4
First: Configure FO/2
Click navigation panel Al nternet>>Ethernet I nter
Et hernet interfac&.0/2, as shown in Fig. 4
Administration 4 fﬂarﬂ [:I
Primary IP 10.100. 10. 2
Layer2 Switch 4
Metmask 255. 255, 255.0 Total Alarms: 0
Network 4
MTU 1500 Alarm
i »
Link Backup Speed/Duplex Anrto Negotiation|«| summary
Routing * | TrackL2State ]
Firewall v Description :
VPN L4
Multi-IP Settings
Ind ustrial L4
Secondary IP Netmask
Tools L4
Wizards L4 -
Add
Save Configuration

Fi g83 4
(2) Configure router B

First: Configure FO/1

Click omvpagmael ALink Backup>>VRRPO, enter AVRRP
shown i84.Fig. 4
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Advertisement Preemption

Enable  Virtual Route ID Interface Virtual IP Priority Interval Mode Track D
g 1 fastetharnet 0/1 162.1682.10 100 1 v 1
) fastethernet D.IE‘ 100 1 v
Add
Cancel
Fi g8&4 4
Click navigation panel ALink Backup>>VRRPO, ent
shown -8 :Fig. 4
Fi g85 4
First: Configure FO/2
Cl i cvki gmmd i on panel Al nternet>>Et hernet I nterface
Et hernet interfac&6.0/ 2, as shown in Fig. 4
Fi g86 4
Primarv IP 10.100.10.3
Netmask 255 285 2550
MTU 1500
Speed,/Tuplex Auto Negotiation ¥
Track L2 State
Dezcription
Malti—TF Settings
Secondary TP Hetmazk

#dd

Apply & Save Cancel

Default gateway of mainframe A is 192.168.2.254. Router A functions as the gateway under
normal working caditions and router B will take over the function when router A closes down or
breaks down. Setting preemption is to keep the function of router A as gateway under Master
when router A returns to work.

4.9 I nterface Backup Applicati on

Examplateo | R900 is connected with PC at its fas
connected with the internet via wired networ k, t
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Establish interface backup ie icothdrn mget pniimo wah ed
mal function of wired networ k.

IR900 Enterprise Gateway ; 203. 86. 63. 233

LAN Gateway ; 10. 5. 3. 254

192.168. 2. 23

Configuration procedures of router are as follow

Step 1Wi Daepds A>NewcWAN i gure parameters of wired
4-9-1 .

Username: adn

Wizards >> New WAN

Lr}na.ncl Hew WA [iLogoat
Admini stration 4 r =
Layer? Switch N Interface fastethernet 0/1 ¥ ] L
He twork v | Toee Static IP i Total Alarms: 0
Link Backp D Primary IP 10.5.3.134 A am Suenary
Routing 3 Hetmask 255.256.255.0
Firewall » Gateway 10.5.3.254 - £
QoS 4 HAT i Stop
YFH 3
Tl b | Apply & Save | Cancel |
Tools »
Wizards L3

Fi g9-1 4

St e@p2n ADNSO in ANetwork>>DNS06, configure corre
4-9-2 . Examine PC to ensure its nor mal access to tt

H Hetwork >> DHS Username: adm

rphand NS Server [BiLocont
Admini stration L3 =
Layer? Sriten o | Prinery b 202.106.0.20 _— =
He twork 3 Secondary DNS Total Alarms: 0
Link Backup » Al arm Sommary
Routing » | Apply & Save | Cancel | .
Firewall 4 Is "
Qo3 b Stop
YFH 4
Industrial L4
Tools L4
Wizards L4

Save Confignration

Fi g9-2 4

Step 3: Open fALink Backup>>SLAO, adhafeéegurehalolrrie
t he host addr ess explored by | CMP i n publ i c n
203.86.63.233 is the gateway address 3. enterpri
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Link Backup »» SLA Username: adn

L T ] et
SLA Entry r‘ﬁ‘ d

Index Type IP Address Data size Interval Timecut(ns) Consecutive Life Start-time | Total Alarms: O
1 iemp-eche 203. 86, B3. £33 56 10 2000 s forever now e S

Admini stration
LayerZ? Switch
Hetwork

Link Backup 2 icmp-echa ¥ 56 30 5000 5 forever ¥ | |now v
Routing Add 3
Firewall
QoS

e Apply & Save Cancel
Industrial

Tools

* ¥ ¥ ¥ v v ¥ ¥ v v v
3

Wizards

Fi g3 4

Step 4Li OpemBaidkwp >>Toreafcikpur esponding parameter s,
4-9-4 .

Fi g94 4
Step 5: Open ALink Backup>>lnterface Backupo, CC
in F95g. 4

Fi g95 4

Step 6: Open ARouting>>Static Reorust ianngdd,a dcdo n¥F i rgau
10.5.3.234 is the gateway of LAN-6WHer edi BG@ aing eaf
parameter indicates the priority, the smaller th
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